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A Secret key encryption

¢ Key distribution is required = Diffie-Hellman key exchange
P DH key exchange is based on computational hardness

A Unconditional key distribution

¢ Secret key agreement scheme .};\ .
using ESPAR antenna [Aono, 2005]
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A Technical issues 11 ﬂ

¢ Key disagreement due to noise

A Information reconciliation

¢ Process of correcting key disagreement
by error correcting techniques



Proposal and Purpose of This Study

A Conventional information reconciliation

¢ BBBSS [Bennett, 1992]

Widely used in
¢ Cascade [Brassard, 1994] =) y

guantum key distribution

A Proposal in this study

¢ To apply Cascade to secret key agreement scheme
using ESPAR antenna

¢ Improvement of Cascade by using reliability

A Purpose of this study

¢ Reduction of the number of disclosed bits
¢ Reduction of the number of communications
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Secret Key Agreement Scheme

Based on Radio Propagation Characteristics
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A Reciprocity

¢ Users share identical propagation characteristics
» Users can share identical key

A Locality
¢ Different characteristics at different position

» Eavesdropper cannot estimate the key



Secret Key Agreement Scheme

Using ESPAR Antenna [Aono, 2005]

A Technical issues of previous key agreement
¢ Wireless LAN environment slow fading
» Users tend to generate nonrandom key

A ESPAR antenna ha
¢ Variable directional antenna

A How to use ESPAR antenna
¢ Change beam pattern randomly

variable
reactance

» Change fading characteristics E\%V z]

RF signal
source

Users can generate random key
even in slow fading environment
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Procedure of Secret Key Agreement Using ESPAR Antenna

4 )

Randomness Generate key candidate from
sharing radio propagation characteristics

\ 2

|nf0rm§ti9n Correct discrepancy of key candidate
reconciliation by public discussion

\ 4

Privacy Generate secret key by eliminating
amplification partial information leaked to eavesdropper

p. 6



Step 1: Randomness Sharing

ESPAR ant
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W Measure RSSI #1| 42—
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Step 2: Information Reconciliation

A Information reconciliation

¢ Correct errors by revealing partial information over public channel

P The amount of information needs to be as little as possible
because eavesdropper can obtain the revealed information

A Basic idea " =
1.Exchange parities of key candidate —Parities |
2.Correct errors by using parities | agreeldisagree

arities

A Protocol —etes
¢ BBBSS [Bennett, 1992] Corect g, | agreeldisagtes

v v
¢ Cascade [Brassard, 1994]

} Cascade is widely used in quantum key distribution
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Cascade [Brassard, 1994]

Key candidate e 5
>l : | : Disagreement i

Random permutation

_____________________________________________________ Set appropriate
block length
- according to
DIVIdIng estimated bit
i _________________________ error rate
Parity check

l """""""""""""""""""""""""" -

Binary search

After binary search,
past parity
information is
utilized to search

A Advantages Of Cascade more errors

¢ Never introduce additional errors

¢ Number of errors decreases exponentially every iteration
p.9




Technical Issues of Cascade

A Technical issues of Cascade

¢ Only use binary data to search errors (binary search)
and do not utilize RSSI information

¢ Require large the number of communications

» Not suitable for secret key agreement scheme
using ESPAR antenna

A Improvement of Cascade
¢ Cascade using reliability

®» Utilize RSSI information as reliability and
search errors based on reliability
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Reliability Metric

Threshold of
binarization
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key length:102¢
SNR: 30 dB
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A Reliability metric

¢ Calculate reliability from RSSI

a :‘ri - rth‘

/ key data \

e

Low \l,Sort by RSSI High

A¢ A A A AN
€ & 6 Q<-2ek-1Q</

Higher bit error rate
near threshold
P Key bits near threshold
have lower reliability

. a,: Reliability of i th key data
. 1, 1ith RSSI :
i Iy, Threshold of binarization

---------------------------------------------------------------------------



Cascade Using Reliability

A Procedure

Key candidate _ ;
I : Disagreement :
>l ; '

............................................

Random permutation

_____________________________________________________ Set appropriate
block length
.y according to
DIVIdmg estimated bit
i _________________________ error rate
Parity check

information is
utilized to search
more errors

Err'or Correc.tl.on | | After error correction,
using reliability | | past parity
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Error Correction Using Reliability

A Procedure

¢ Search errors based on reliability not binary search
P Disclose and compare the least reliable bit among undisclosed bits

AP Ut
[Iﬁ ~ T | | > Reliabiity [371031080107104 06:0410.80.1{0:2/04]
Keydata [1]JoJ1]o i1 1JoJ1Jo N 1
r, :ith RSSI l
'y, - Threshold of binarization ‘ Disclose 0 :Comparer 0

l Compare Disclose
B Disagreement Cl 'tﬂ «
: [/]: Disclosed : (l) orrec |
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Theoretical Limit of Protocol

A Theoretical limit

¢ Lower limit of average number of disclosed bit
to correct errors

A Cascade ................................................................................
h q i n . Key length
ard — K, : Key of AP
mln nH(K | ) F K : Key of UT
P R : RSSI of UT

H(AB) : Conditional entropy
of Agiven B :

A Proposed protocol o STAQenB

Moen =NH(K, [K IR )) ¢ npoe




Numerical Simulations

A Parameters

Room size 8.0nmx 10.0 m

Antenna AP: ESPAR antenna (7 elements)
UT: Omni-directional antenna

Positions AP: (0.0 m, 0.0 m)UT: (3.0 m, 2.0 m)

Sfelerlel1ilelaRlele (5IW 2D ray-tracing (up to 6 reflections)

10 m

N

v

OEITR=o[Is [0 2.480 GHz
Key length 1024 bit

Information Cascade / Proposed protocol
reconciliation

Concrete wall
(e =6.76,5 = 0.0023 S/Imm=1)

A Evaluation items

¢ The number of disclosed bits Eavesdropper Is
¢ The number of communications a passive attacker
¢ Efficiency of protocol
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The Number of Disclosed Bits
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The number of disclosed bits
until all errors are corrected

A Proposed protocol reduces the number of disclosed bits
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The Number of Communications

SS

]
]
]
]
I
[]
]
]
:
\
! Sse
/ S
[
I
[}

The number of disclosing

parities or key bits until
all errors are corrected
A Proposed protocol reduces the number of communications
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Definition of Efficiency of Protocol

A Efficiency of protocol
¢ Indicator of how close to theoretical limit a protocol is

Efficiency of proposed protocol T, ‘
i n : Key length :
: C : The number of
disclosed bits
LK, . Key of AP
LK : Key of UT
Theoretical limit R, : RSSI of UT

: H(A) : Entropy of A E
i H(AB) :Conditional entropy
: of Agiven B 5

-------------------------------------------------------------------------------
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