Information Reconciliation Using Reliability

In Secret Key Agreement Scheme
with ESPAR Antenna

The First International ICST Conference on Security and Privacy in Mobile
Information and Communication Systems (MobiSec 2009)

3-5, June, 2009
Turin, Italy

Takayuki SHIMIZU, Hisato IWAI, Hideichi SASAOKA
Doshisha University, Japan




1
2

3
A
5

. Motivation

. Secret key agreement scheme
using ESPAR antenna

. Proposed information reconciliation
. Simulation results
. Summary



A Secret key encryption

¢ Key distribution is required = Diffie-Hellman key exchange
P DH key exchange is based on computational hardness

A Unconditional key distribution

¢ Secret key agreement scheme .};\ .
using ESPAR antenna [Aono, 2005]

‘_Q

A Technical issues 11 ﬂ

¢ Key disagreement due to noise

A Information reconciliation

¢ Process of correcting key disagreement
by error correcting techniques



Proposal and Purpose of This Study

A Conventional information reconciliation

¢ BBBSS [Bennett, 1992]

Widely used in
¢ Cascade [Brassard, 1994] =) y

guantum key distribution

A Proposal in this study

¢ To apply Cascade to secret key agreement scheme
using ESPAR antenna

¢ Improvement of Cascade by using reliability

A Purpose of this study

¢ Reduction of the number of disclosed bits
¢ Reduction of the number of communications
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Secret Key Agreement Scheme
Based on Radio Propagation Characteristics

(Access Point) (User Terminal)

_ _ Eavesdropper E / \_/E +
A Reciprocity

¢ Users share identical propagation characteristics
» Users can share identical key
A Locality
¢ Different characteristics at different position
» Eavesdropper cannot estimate the key



