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ÂSecret key encryption
Ç Key distribution is required      Diffie-Hellman key exchange

ÂUnconditional key distribution
Ç Secret key agreement scheme

using ESPAR antenna [Aono, 2005]

ÂTechnical issues
Ç Key disagreement due to noise

Â Information reconciliation
Ç Process of correcting key disagreement

by error correcting techniques
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Motivation

DH key exchange is based on computational hardness



Proposal and Purpose of This Study

ÂConventional information reconciliation
Ç BBBSS [Bennett, 1992]

Ç Cascade [Brassard, 1994]

ÂProposal in this study
Ç To apply Cascade to secret key agreement scheme

using ESPAR antenna

Ç Improvement of Cascade by using reliability

ÂPurpose of this study
Ç Reduction of the number of disclosed bits

Ç Reduction of the number of communications
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Widely used in

quantum key distribution



ÂReciprocity
Ç Users share identical propagation characteristics

ÂLocality
Ç Different characteristics at different position
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Users can share identical key

Eavesdropper cannot estimate the key

Secret Key Agreement Scheme

Based on Radio Propagation Characteristics
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ÂTechnical issues of previous key agreement
ÇWireless LAN environment slow fading

ÂESPAR antenna
Ç Variable directional antenna

ÂHow to use ESPAR antenna
Ç Change beam pattern randomly
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Change fading characteristics
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Secret Key Agreement Scheme

Using ESPAR Antenna  [Aono, 2005]
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Procedure of Secret Key Agreement Using ESPAR Antenna
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Step 2: Information Reconciliation

Â Information reconciliation
Ç Correct errors by revealing partial information over public channel

ÂBasic idea
1.Exchange parities of key candidate

2.Correct errors by using parities

ÂProtocol
Ç BBBSS [Bennett, 1992]

Ç Cascade [Brassard, 1994]
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The amount of information needs to be as little as possible

because eavesdropper can obtain the revealed information

Cascade is widely used in quantum key distribution

...

Correct

errors

AP UT



ÂAdvantages of Cascade
Ç Never introduce additional errors

Ç Number of errors decreases exponentially every iteration
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Random permutation

Parity check

Dividing

Binary search
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ParityParity Parity
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block length
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estimated bit

error rate

: Disagreement

Cascade [Brassard, 1994]
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Technical Issues of Cascade

ÂTechnical issues of Cascade
Ç Only use binary data to search errors (binary search)

and do not utilize RSSI information

Ç Require large the number of communications

Â Improvement of Cascade
Ç Cascade using reliability
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Not suitable for secret key agreement scheme

using ESPAR antenna

Utilize RSSI information as reliability and

search errors based on reliability



Reliability Metric

ÂReliability metric
Ç Calculate reliability from RSSI
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Cascade Using Reliability

ÂProcedure
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UTAP

ÂProcedure
Ç Search errors based on reliability not binary search
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Theoretical Limit of Protocol

ÂTheoretical limit
Ç Lower limit of average number of disclosed bit

to correct errors

ÂCascade

ÂProposed protocol
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ÂParameters

ÂEvaluation items
Ç The number of disclosed bits

Ç The number of communications

Ç Efficiency of protocol

Room size 8.0 m× 10.0 m

Antenna AP: ESPAR antenna (7 elements)

UT: Omni-directional antenna

Positions AP: (0.0 m, 0.0 m), UT: (3.0 m, 2.0 m)

Propagation model 2D ray-tracing (up to 6 reflections)

Carrier frequency 2.480 GHz

Key length 1024 bit

Information 

reconciliation

Cascade / Proposed protocol
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Numerical Simulations

(er = 6.76, s= 0.0023 S/m, mr = 1)

Eavesdropper is

a passive attacker
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The Number of Disclosed Bits

Â Proposed protocol reduces the number of disclosed bits
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The number of disclosed bits

until all errors are corrected
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The Number of Communications

Â Proposed protocol reduces the number of communications
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The number of disclosing

parities or key bits until

all errors are corrected



Definition of Efficiency of Protocol
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Efficiency of proposed protocol

ÂEfficiency of protocol
Ç Indicator of how close to theoretical limit a protocol is

n : Key length

C : The number of

disclosed bits

Kx : Key of AP

Ky : Key of UT

Ry : RSSI of UT

H(A) : Entropy of A

H(A|B) : Conditional entropy

of A given B

Theoretical limit


