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Introduction
to RFID Networks

Characteristics of RFID Tags:

AUltra low computational capabilities

AVery Limited memory resources

AVery Limited energy resources

Architecture  (simplified) :
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Challenges

1 Wateh Credit cards
Drinks (Bottles, Cans)
Phone
Food Lapto p

Securiy Glasses
Cloth&h

Securit_y Wa.l Iet

Bags Pencils

Conclusion

C Need for security to ensure the consumer privacy
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Security Protocol
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Security Analysis

Eavesd ropping It is notpossibleto determinethe valuesof the secretskeysor thelD of thetag, sincethe messageareencryptedA, B, D, E andF).

Relay attack Impossiblebecausg¢agandreaderdonnotexchangalatato authenticateachothersdirectly. Any minor changen thosevalueswill bedetected
Unauthorized tag reading andtag cloning Solvedthroughthe useof authentication

Tracking Impossibleto track the tagsovertime.

However,betweentwo successfubuthenticationsa maliciousreaderwill alwaysreceiveeitherP, or Py, from its requests

Replay attack Themalicioustagwon®beableto retrieveanyinformationfrom A, B andD.

De-synchronization attack Thecheckof D (with D 6gndF (with F pyeventthis kind of attack
If it is updatedoy mistake the old value (P,5) will beusedto recoverfrom the attack

Forward Security It isimpossibleto find the previousdata,sinceeveryexchangeof dataincludestwo randomnumbers

Disclosureattack Any changeis detectecandthe attackerwon®@receiveany answer
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Introduction ) .
AUltra -lightweight protocol  (uses only bitwise operations)

ASecure against any attack over the radio

Challenges AEasy implementation on low  -cost RFID Tags
S it
o Future Works
iemlmt_y Alntegrate a hash function to the protocol to remove the tracking issue
nalysis

Almplementation in a real case scenario with multiple tags.

AServerless protocol
Conclusion
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Challenges Advanced Sensors and lightweight  Programmable
middleware for Innovative Rfid Enterprise applications

AProject supported by the European Commission (FP7)

Security
Protocol
A10 partners within Europe
- Aalborg University (DK) - INRIA (FR)
Security - Université Joseph Fourier (FR) - Athens Information Technology (GR)
Analysis - Instituto de telecomunicacoes (PT) - Sensap microsystems (GR)
- Péle Tracabhilité (FR) - Open Source Inovation (UK)
- Melexis (CH) - UEAPME (EV)
Aim
Conclusion ] ] )
Programmable, Open Source, lightweight, royalty -free, privacy -

friendly , standards -compliant, scalable, integrated and intelligent RFID

Middleware for SME
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