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Introduction

|dentity Management (IdM) solutions are still limited in scope.

Users need:

0 ubiquitous access to the digital world.

o simple and privacy enable access with a minimum number of separate

service contracts.

o simplify the multiple IDs and authentication methods
4 Build a cross-layer identity framework with emphasis on networks and
services A identity becomes a key convergence enabler & bridge for
various platforms
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Introduction

4 SWIFT leverages Digital
Identities to: /\
0 Solve identity fragmentation Service

o Extend IdM systems for multiple
services at different network
layers using the same ID

o Bridge platforms and layers

o Converge networks, services,
applications and content User Operator

o Connect operators, service
providers, micro-operators, even
users as providers
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Introduction

Identity Management Systems
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Technology Targets

4 Vertical integration of identity, privacy, trust and
security across layers

4 New identity-centric user schemes supporting
different levels of information access control.

4 Methods and technigues on how users are
identified but preserve privacy

4 ldentity-based mobility solution: Adaptation
across devices, services and networks.

4 Semantic interoperability of eldM systems | of
legacy and possibly different instances.
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Virtual Identity Concept
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Cross-layer usabillity features
o ubiguitous connectivity
o user-centred mobility

o SSO based on vertical These faces are people § avatars or Virtual Identities
& horizontal federation (VIDs) A these must be unlinkable even if some
principles attributes are shared between them

Separate management from
resolution of identities at all
layers
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